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1.  General Description

The Realtek RTL9303-CG is a highly integrated Layer3 switch supporting Energy Efficient Ethernet
(EEE). It has up to 8-ports*10G Ethernet MAC.

The RTL9303 is embedded with an up to 800MHz MIPS-34Kc CPU. It supports a Maximum 64Mbyte
SPI NOR Flash, and 1G-Byte DDR3 SDRAMs (maximum). An embedded 64KB SRAM can be used for
time-sensitive applications. For connecting to an external CPU, it supports the SGMII interface.

The RTL9303 has a 4K-entry VLAN table. It provides VLAN classification according to port-based,
protocol-and-port-based, MAC-based, IP-subnet-based, Ingress VLAN translation and Flow-based
capability. It also supports IVL (Independent VLAN Learning), SVL (Shared VLAN Learning), and
IVL/SVL (both Independent and Shared VLAN Learning) for flexible network topology architecture. In
network access applications it provides IEEE802.1ad (Q-in-Q) for double tag insertion and“removal
function. In addition, VLAN translation function is also supported for Metro Ethernet applications.

The RTL9303 supports 16K entries in a L2 MAC table with 2-left 4-way hashing algorithm. An
independent 1K-entry Forwarding table is used to support Multicast functions;such as IGMP snooping.

The RTL9303 supports a 2K-entry VLAN/Ingress Access Control List (ACL). The ACL function
supports L2/L3/L4 in IPv4/IPv6 protocols and performs ‘configurable actions, such as
Drop/Permit/Redirect/ Copy/Unicast Routing/Mirror/Logging/Policing/Ingress VLAN conversion/Egress
VLAN conversion/QoS remarking/ VLAN tag status assignment. The RTL9303 supports per-port
ingress/egress bandwidth control and per-queue egressbandwidth control.

L3 routing supports IPv4 unicast-reuting, IPv6 unicast routing, IPv4 multicast routing and 1Pv6 multicast
routing. Routing table is mainly composed of L3 host table and L3 LPM table. L3 host table is shared by
IPUC and IPMC, andis"2-left 6-way host table. Routing is the process of forwarding packets hop by hop
on layer3. It primarily includes finding an outgoing interface and a next hop, modifying the packets’
SMAC, DMAGC, VID.(if provided), TTL, and L3 header checksum (for IPv4) and forwarding. The
RTL9303 supports strict and loose uRPF.

The.RTL9303 provides three types of packet scheduling, including SP (Strict Priority), WFQ (Weighted
Fair Queuing), and WRR (Weighted Round Robin). Each port has 8 physical queues and each queue
provides a leaky-bucket to shape the incoming traffic into the average rate behavior. The
Broadcast/Multicast/Unknown-Multicast/Unknown-Unicast storm suppression function can inhibit
external and internal malicious attacks.

The RTL9303 supports 4-sets of port mirror configurations to mirror ingress and egress traffic. RSPAN
and sFlow are also supported for traffic monitoring purposes. For network management purposes,
complete MIB counters are supported to provide forwarding statistics in real time. The Link aggregation
function enhances link redundancy and increases bandwidth linearly.
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2.

Features

B Hardware Interface

*
L 4

*

L 4

160Gbps switch capacity

Flexible interfaces for internal or
external CPU; either one can be enabled
= Port 28 SGMII interface or Port 27
10G-R/ USXGMII/ HISGMII/
1000BASE-X/SGMII interface for
external CPU
= Supports SPI interface for external
CPU to access internal register

Maximum 64 Mbyte SP1 NOR Flash or
512MB SPI NAND Flash and
maximum 1GB DDR3 SDRAMs for
internal MIPS-34Kc

Supports flash-only solution
= Single/Dual/Quad SPI flash
» 64Kbyte SP-SRAM

Supports USB2.0 host

Embedded MIPS-34Kc with MMU

= MIPS32 instruction set and 9-stage
pipeline

= Up to 800MHz CPU clock rate

=  32Kbyte I-Cache and 32Khyte D-
Cache

= 32 TLB entry

= Two UART interfaces to control
internal CPU.with Command Line
Interface (CLI)

Supports 8-set 12C master and 2-set SPI
master

B VLAN Function

L 4
*

Supports IVL, SVL, and IVL/SVL

Supports IEEE 802.1Q VLAN and Q-in-
Q VLAN
= 4K-entry VLAN Table

= Supports up to 64 spanning tree
instances for MSTP (IEEE 802.15s),
RSTP (IEEE 802.1w), and STP (IEEE
802.1D)

= Forwarding bases on inner or outer
VLAN

= Ingress/Egress VLAN filtering per-
port based

= Peringress port and per-tag-status
select forwarding VID source

& Port-based/Port-and-protocol-based
IMAC-based/IP-Subnet-based/Flow-
based VLAN

¢ VLAN Conversion Table
= 1024 ingress and 512 egress table
= Specific VLAN or.a VLAN range to
convert
= Shiftoperation is supported
= Selective Q-in-Q

L2 MAC Function

* 16K -entry L2 MAC table
2-left 4-way hashing algorithm
= 2 hash algorithm selection for L2 table
searching/learning
= Source/Destination MAC filtering
= Per port enables aging

4 Independent 1K entry Multicast table for
L2/1P Forward function

12Mbit SRAM Packet Buffer
Jumbo frame up to 12KB

* o

& Supports 48 Reserved Multicast
Addresses processing

& Limited learned L2 MAC entry on
Port/VVLAN/System

& MAC address Aging-out and New-learn
notification

Layer 3 Managed 8*10G-Port Switch Controller
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B L2 Miscellaneous Functions

& Supports broadcast/multicast/unknown-
multicast/unicast/unknown-unicast
packet suppression control in pps/bps
mode

& Supports Port Mirroring/Sampling
= Supports 4 sets of mirror
configuration
= Supports flow-based mirror
= RSPAN mirror
= sFlow sampling

& Supports Link Aggregation (IEEE
802.3ad) for 64 groups of link
aggregators with up to 8 ports per-group

= Hardware trunk fail-over

= Distribution algorithm can be based
on SPP, SMAC, DMAC, VLAN ID,
SIP, DIP, L4 source port, L4
destination port, Protocol ID and IPv6
Flow Label

= Known multicast/flooding packets can
be separated

& Traffic isolation function to enhance port
security

& Attack Prevention

LAND attack

Blat attack

TCP control flag attack
Ping attack
Packet‘length attack

¢ OAM
= 802:3ah OAM loopback
= 802.3ah Dying Gasp

B L3 Functions

& IPv4/IPv6 unicast routing

64 Router MAC

6K-entry host table (6K IPv4/2K IPv6)

2-left 6-way host table

2 hash algorithm selection for host

table searching

= 512-entry LPM (Longest Prefix Match)
table(512 IPv4/128 IPv6)

= 2K next hop table

= 128 Egress L3 interfaces

= Supports URPF (unicast Reverse Path
Forwarding)

= Supports PBR (Policy-Based Routing)

IPv4/IPv6 multicast routing

= Routing entry shared with ip unicast
host table

= 512 L3 OIL (Outgoing Interface List)
list for multicast replication

= 1K forward table entry

= Supports multicast (S, G, V)
or (*, G, V) routing/bridging

= Supports multicast (S, G) or (*, G)
bridging/ routing and multicast.RPE

= Supports IGMP v1/v2/v3 Snooping
and MLD v1/v2 Snooping

= Supports MVYR

= Supports DVMRP/PIM-DM/PIM-
SMIMQSPF

= Supports 4 Sets of 64-bit MIB counter

B “Access Control List (ACL) Function

*

*

Supports 2K shared entry for VLAN and
Ingress ACL

Supports L2/L3/L4 format and user
defined field

Supports 256 policer for traffic policing
DLB/srTCM/MtrTCM

Supports 2K 64-bit byte-based or
packet-based log counters to enhance
MIB counter

Supports action to Drop/Permit/Redirect/
Copy/Unicast
Routing/Mirror/Logging/Policing/
Ingress VLAN conversion/Egress VLAN
conversion/QoS remarking/VLAN tag
status assignment

Range Check
VLAN
IPv4/IPv6 SIP/DIP
L4 SPORT/DPORT
Packet Length

Layer 3 Managed 8*10G-Port Switch Controller
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B QoS Functions

*

*

8 physical queues for normal port, 32
queues for internal CPU port

Priority Assignment based on IEEE
802.1P priority, DSCP value, physical
port number, DMAC-based, SMAC-
based, Ether-Type-based, CVID, SVID,
IPv4 SIP, IPv4 DIP, IPv4/IPv6 TOS
field, IPv6 Flow Label, TCP/UDP
source/ destination port

Strict Priority (SP) and Weighted Fair
Queue (WFQ), Weighted Round Robin
(WRR) packet scheduling

Supports Fixed and Assured bandwidth
control

QoS remarking for 802.1p and DSCP
(includes IPv4/IPv6)

Supports average packet rate control
leaky-bucket per queue, with 16Kbps
steps from 16Kbps to 10Gbps

Supports ingress and egress port
bandwidth control with 16Kbps steps
from 16Kbps to 10Gbps

Simple Weighted Random Early.Drop
(SWRED) to prevent TCP.Global
Synchronization

*

Ethernet AV
» |EEE 1588v2 supported by PHY
» |EEE 802.1Qav

B Power Saving Function

*

Supports IEEE 802.3az EEE

B MIB Functions

*® 6 O 6 0 0 o

MIB-11 (RFC 1213)

Ethernet-like MIB (RFC 3635)
Interface Group MIB (RFC 2863)
RMON (RFC 2819)

Bridge MIB (RFC 1493)

Bridge MIB Extension (REC 2674)
Private MIB Counter

H Others

*

*
4
L 4

40nm CMQOS process
3.3V/1.1V power input
1.5V for DDR3
EDHS-PBGAS533 package

Layer 3 Managed 8*10G-Port Switch Controller



RTL9303

Datasheet
3.  Block Diagram
L4 L4
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Figure 1.

Functional Block Diagram
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4.  System Applications
4.1. 8*10G Fiber

DDR3 SPI Flash

RTL9303

006&6
N
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5.  Pin Assignments
5.1. Pin Layout
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10. Mechanical Dimensions
10.1. EDHS-PBGA533 (23%23)
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