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1.  General Description

The RTL8281 is an integrated System-on-a-Chip (SoC) Application Specific Integrated Circuit (ASIC)
with single core CPU MIPS interAptiv™. It supports the MIPS interAptivT™ with clock rate up to 1GHz.
A standard 5-signal P1149.1 compliant EJTAG test interface is supported for CPU testing and software
development.

The RTL8281 integrates One-port Gigabit-PHY in one chip used for OOB port. Gigabit-PHY uses a
single common MDI interface to support 1000Base-T, 100Base-Tx, and 10Base-T.

For peripheral interfaces, two 16550-compatible UARTS, one high speed UART are supported. RTL8281
also provides one PCI Express Genl, One USB 2.0 and two 12C master interface.

The RTL8281 requires only a single 25MHz crystal clock input for the system PLL. The RTL8281 also
has nine hardware timers and one watchdog timer to provide accurate timing and watchdog functionality.
For extension and flexibility, the RTL8281 has up to 37 GPIO pins.

The RTL8281 is provided in a LQFP-128 package.
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2.

Features

m CPU

*

*

Single core, MIPS interAptivi™ 1GHz
CPU

MIPS interAptiviM UP 1GHz CPU

B Single MIPS32® interAptivT™
UP core with 2 VPEs

B Instruction L1 Cache: 64KB,
4-way set, 32 byte line size

B Data L1 Cache: 32KB, 4-way set,
32 byte line size

B |2 Cache:128KB, 8-way set, 32
byte line size

Misc.

B Power-down mode (Sleep
instruction)

B EJTAG support

B Internal BIST

B Internal real-time timer interrupts
(Count/Compare registers)

B 2 HW instruction breakpoint/1
HW data breakpoint.

B Supports six hardware timers and
one watchdog timer

B Memory Interfaces

*

e Supports up to quad I/O
e PIO and DMA data read/write

operation

e Configurable flash access timing
e Provides one DMA/PIO configurable

function to move any length data bytes
from SPI NAND Flash to target
address (address mapping
SRAM/DRAM) or from target
destination to SPI NAND Flash

Embedded 2G bit SDRAM

B Peripherals

*

.6 & o

¢
*

Three 16550-compatible UARTS
One high speed UART
One PCI Express Genl interface
One USB 2.0 interface

Twe 12C interfaces with configurable
clock rate

One Gigabit Ethernet MAC
HW dying gasp

B EPAD LQFP-128 package

W Other Add-on-Value Features

& Serial NOR Flash (SPI Type) _ o
e Flash capacity upto 16M bytes for ¢ Supports Link D_own Power Saving in
3Byte address mode, and 64M bytes Ethernet PHY ceivers
for 4Byte address mode. & Supports nine hardware timers and one
e Supports up to quad 1/O watchdog timer
* SPIflash frequency: up t 0 100MHz & Per-port configurable auto-crossover
e Boot up from SPI flash is supported function
& Serial NAND Flash (SPI Type) . .
e Support up to 512M bytes SPI-NAND ¢ Single 25MHz crystal clock input
MIPS interAptiv™ Processor 2
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3. Block Diagram
RTL8281-CG GPIO PCIE 1.0 JTAG UART*3 || || USB2.0 12C*2
Flash
Serial-Nor
Serial-NAND Memory _ _

Controller j> MIPS interAptivi™ || OOB port

Embedded 1GHz V|| with GPHY

2G SDRAM

Figure 1.

Block Diagram

MIPS interAptiv™ Processor
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4.

4.2.

Pin Assignments

4.1. Pin Assignments Layout

DVDDL:10

GPIO34
GPIO15/LED8/HS_URXD
PEO_HSIN
PEQ_HSIP
PEOVDDL
PEO_REFCLK_M
PEO_REFCLK_P
PEO_HSON
PE0_HSOP
RESERVED
RESERVED
RESERVED
SVDDL
RESERVED
RESERVED
RESERVED
RESERVED

DVDDL:9
GPIO01/SDAO
GPI0O00/SCKO
GPIO05
GPIO04/RSVD_A
GPIO03

37 —— GPI002

NRESET_I
GPIO30
GPIO29
GPIO28

¥ 9
o E
2
@ @
5‘55‘ t | S §
aog ¥ o 5 g8
=02
o5, S8 8o o o zes B3 2
e P P et A s pa P e e la o L Ta Fe s bt
OSxxog83c0 000380000 I>>20002909
o 00>xrZornyzZi>Z2>0Z2>zZ2>5c068000>aan
000000 0>0m00DOD>000N0DD335>I10000
SPIF_CLK/RST_CMD DIS ] o7 L3 s—|
SPIF_ D3 — 9 63 ———
SPIF_ DO —— 9 62 —1
GPI058 C—— w» 61—
DVDDL:5 —— 1w 60 —
SPIF_nCS ——] 1@ 59 ——1
SPIF D2 — ® ELJY s—
SPIF D1 C—— 1 57 ——
GPIOGO ——H &6 s6 ——
GPIO62/HS_RTS_N ] 1% r -1 55 ——1
GPIO32/LED15/HS CTS_ N —— | | s« /—
DVDDIO:1 C—] ® | | ss———
GPIO20/LED13/URXD1 C—] 1® sAE—1
GPIO21/LED14/UTXD1 ] 10 | 51 0
GPIO10/LED4/MDIO T— 11 R I L 1\_ so———1
GPIO12/LED5/MDC C—— 12 | | 49
DVDDL:6 — 1 s ——3
GPIO36/JTAGO_CK E— ! | a1 —
GPIO37/ITAGO_TMS T— 15 | | 26—
GPIO38/JTAGO TDO/DIS_JTAGO E—— 1 4 —=
GPI039/JTAGO_TDI C— v I I LE3 s—|
GPIO40/JTAGO_nRST C—— 1 [ A L LK} —
DVDDIO:2 T— 2 —
GPIO33/LED16/SLED_CK/BTUP_TYP C—— 1» [0 m— |
GPIO35/LED17/SLED_DA C—] 1z a0 —
GPIO09/LED3/SCK1/SCKS C— 12 39 —
GPIO08/LED2/SDA1/SDAS T— 1= 38 ——1
GPI041/UTXD0 E— 1
GPIO42/URXD0 —— 1® 36—
DVDDL:7 TF— 1» 35—
RESERVED T—— 17 34 /—3
RESERVED —— 128. 33—
[aYa¥-YoYalalalal--Talalalaps) NAQL oW D0
ow S 2nowuSuwwm i%z%%%%%éi%mji QGE“-S
>>Apz2=2az222n i [CEYa o—>-0|_
EEBREEEEREEEE 8550000080000 28- 2%
ANZSHNHNZNNHN>=25252525> =>>5>0U
W <<g<wwnwOwwuin < < <<RA0F
o Xl Crree =) oy
[T o=
oo
& oo
> o
(U]
L *‘ .
! | E-PAD: GND LQFP128 E-PAD Package Size 14 mmx 14 mm
Figure 2. Pin Assignments

Package Identification
Green package is indicated by the ‘G’ in GXXXDX (Figure 2).

4.3. Pin Assignments Table

Upon Reset: Defined as a short time after the end of a hardware reset.
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5 . Mechanical Dimensions
Thermal Enhanced Low Profile Plastic Quad Flat Package 128 Leads 14x14mm? Outline
= () / O E
o L A O AT
/ .
L EXPOSE PAD
TOP VIEW BOTTOM _VIEW
= SEATING@#LANE [ = ‘
SIDE VIEWF \
Symbol Dimension in mm Dimension in inch
Min Nom Max Min Nom Max
A — — 1.60 — — 0.063
A 0.05 — 0.15 0.002 — 0.006
A, 1.35 1.40 1.45 0.053 0.055 0.057
b 0.13 0.18 0.23 0.005 0.007 0.009
D/E 16.00 BSC 0.630 BSC
Di/Ex 14.00 BSC 0.551 BSC
D 6.75 7.00 7.25 0.265 0.275 0.285
E. 7.15 7.40 7.65 0.281 0.291 0.301
e 0.40 BSC 0.016 BSC
L 045 | 0.60 | 075 0018 | 0024 | 0.030
L1 1.00 REF 0.039 REF

Notes: CONTROLLING DIMENSION: MILLIMETER (mm).
REFERENCE DOCUMENT: JEDEC MS-026.
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1.  General Description

The Realtek RTL8380BL-CG is a switch supporting Energy Efficient Ethernet (EEE). It has up to 8-port
Gigabit and 4-port 2.5G Ethernet MACs.

The RTL8380BL is embedded with an RISC-V CPU, single core up to 500MHz. It supports a Maximum
64M-Byte SPI NOR Flash. An embedded 256KB SRAM can be used for time-sensitive applications. For
connecting to an external CPU, it supports the PCle Gen2 interface.

The RTL8380BL has a 4K-entry VLAN table. It provides VLAN classification according to port-based,
802.1Q-based and Flow-based capability. It also supports IVL (Independent VLAN Learning), SVL
(Shared VLAN Learning), and IVL/SVL (both Independent and Shared VLAN Learning) for flexible
network topology architecture. In network access applications it provides IEEE802.1ad (Q-in-Q) for
double tag insertion and removal function.

The RTL8380BL supports 16K entries in a L2 MAC table with 2-left 4-way hashing algorithm. An
independent 512-entry Forwarding table is used to support Multicast functions, such as IGMP snooping.

The RTL8380BL supports a 1.5K-entry VLAN/Ingress Control List (ACL). The ACL function supports
L2/L3/L4 in IPv4/IPv6 protocols and performs configurable actions, such as Drop/Permit/Redirect/
Copy/Unicast Routing/Mirror/Logging/Policing/Ingress VLAN conversion/Egress VLAN
conversion/QoS remarking/ VLAN tag status assignment.

Per-port ingress/egress bandwidth control and per-queue egress andwidth control are supported. The
device provides three types of packet scheduling, including”SP (Stricty Priority), WFQ (Weighted Fair
Queuing), and WRR (Weighted Round Robin). Each poert has8 physieal queues and each queue provides
a leaky-bucket to shape the incoming _traffict, into"the average rate behavior. The
Broadcast/Multicast/Unknown-Multicast/Unknown-Unicast: storm suppression function can inhibit
external and internal malicious attacks.

The RTL8380BL supports 4-sets ofport mirror configurations to mirror ingress and egress traffic.
RSPAN and sFlow are also_supported.for traffic monitoring purposes. For network management purposes,
complete MIB counters are stpported to provide forwarding statistics in real time. The Link aggregation
function enhances link redundancy and increases bandwidth linearly. The RTL8380BL supports port
isolation to enhance port security.

The RTL8380BL adopts advanced technologies such as Realtek Cable Test (RTCT), Automatic loop
detection and prevention (RLPP/RLDP), Attack Prevention, and MAC Address Learning Constraints.

Layer 2 Managed 8*10/100/1000M+4*2.5G-Port 2
Switch Controller
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2.

Features

B Hardware Interface

L 4
*
L 4

*

* o

*

36Ghps switch capacity
8 internal GPHY

Supports one USXGMII-QX or 2 pairs
of 2500Base-x

Embedded RISC-V CPU

= RV32IC instruction set and 3-stage

pipeline

= Up to 500MHz CPU clock rate
= 16Kbyte L1 Cache and 16Kbyte

Memory

= Built-in 256KByte SRAM
= Two UART interfaces to control

internal CPU with Command Line
Interface (CLI)

external CPU interfaces

= Supports PCle Gen2 interface as

external CPU connection

=  When select external CPU,internal

CPU canbe used as MCU to
controlling PSE chip

SPI NOR Flash
Supports 2*UARTS

Supports 4-set 12C maSterand 1-set SPI
master

Two PWMs
1-set 12C slave and 1-set SPI slave

B VLAN Function

L 4
L 2

IVL, SVL, and IVL/SVL mixed mode
IEEE 802.1Q VLAN and Q-in-Q VLAN

= 4K-entry VLAN Table

Supports up to 64 spanning tree
instances for MSTP (IEEE 802.15s),
RSTP (IEEE 802.1w), and STP(IEEE
802.1D)

= Forwarding bases on inner or outer
VLAN

= Ingress/Egress VLAN filtering per-
port based

= Per ingress port and per-tag-status
select forwarding VID source

& Port-based/Flow-based VLAN
¢ VLAN Conversion Table

= 256 egress table

= Specific VLAN or a VLAN range to
convert

= Shift operation is supported

= Selective Q-in-Q

B L2 MAC Function

*

* o

16K -entry L2 MAC table
2-left4-wayhashing algorithm
= 2 hashialgorithm selection for L2 table
searching/learning
&« Source/Destination MAC filtering
=" Per port enables aging

Independent 512 entry Multicast table
for L2/IP Forward function

8.4Mbit SRAM Packet Buffer
Jumbo frame up to 12KB

Supports 48 Reserved Multicast
Addresses processing

Limited learned L2 MAC entry on
Port/VLAN/System

W L2 Miscellaneous Functions

*

Supports broadcast/multicast/unknown-
multicast/unicast/unknown-unicast
packet suppression control in pps/bps
mode

Supports Port Mirroring/Sampling

= Supports 4 sets of mirror
configuration

= Supports flow-based mirror

Layer 2 Managed 8*10/100/1000M+4%*2.5G-Port
Switch Controller
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*

.

*

= RSPAN mirror
= sFlow sampling

Supports Link Aggregation (IEEE

802.3ad) for 8 groups of link aggregators

with up to 8 ports per-group

= Hardware trunk fail-over

= Distribution algorithm can be based
on SPP, SMAC, DMAC, VLAN ID,
SIP, DIP, L4 source port, L4
destination port, Protocol ID and IPv6
Flow Label

= Known multicast/flooding packets can
be separated

Traffic isolation function to enhance port
security

Attack Prevention

LAND attack

Blat attack

TCP control flag attack
Ping attack

Packet length attack

B Access Control List (ACL) Function

.

.

*

Supports 1.5K shared entry for VLAN/
Ingress/Egress ACL

Supports L2/L3/L4dormat andruser
defined field

Supports 256 policer for traffic policing

Supports 256 byte-based and packet-
based log counters to enhance MIB
counter

Supports action to Drop/Permit/Redirect/
Copy/Unicast
Routing/Mirror/Logging/Policing/Ingres
s VLAN conversion/Egress VLAN
conversion/ QoS remarking/VLAN tag
status assignment

Range Check
= VLAN
= |Pv4/IPv6 SIP/DIP
= L4 SPORT/DPORT

= Packet Length

B QoS Functions

*
*

8 physical queues per-port

Priority Assignment based on IEEE
802.1P priority, DSCP value, physical
port number, ACL-based

Strict Priority (SP) and Weighted Fair
Queue (WFQ), Weighted Round Robin
(WRR) packet scheduling

Supports Fixed and Assured bandwidth
control

QoS remarking for 802.1p and DSCP
(includes 1Pv4/IPv6)

Supports average packet rate control
leaky-bucket per queue, with 16Kbps
steps from 16Kbps to 2.5Gbps

Supportsingress and egress port
bandwidthcontrol with 16Kbps steps
from, 16Kbps to 2.5Gbps

W, Management/Carrier Ethernet

*

*

*

*

*
*

H/W OAM Loopback
= Per port specify Multiplexer and
Parser state

H/W OAM Dying Gasp
= Software-Defined Payload

802.1ag CFM for ERPS

= Link fault detection for G.8031/8032
Support

= 8 instances which can have different
CCM payload

=  HW transmits CCM packet from
1~1024ms

= Trigger interrupt when link fault is
detected

Y.1731 CFM
= One-Way/Two-Way ETH-DM

IEEE 1588 v1/v2
Synchronous Ethernet

Layer 2 Managed 8*10/100/1000M+4%*2.5G-Port
Switch Controller
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& Supports Looping prevention ¢ Bridge MIB (RFC 1493)

B Power Saving Function ¢ Private MIB Counter

& Supports IEEE 802.3az EEE B Others

& 28nm CMOS process
¢ 3.3V/0.9V power input
¢ WBBGAA441 package

B MIB Functions

MIB-11 (RFC 1213)

Ethernet-like MIB (RFC 3635)
Interface Group MIB (RFC 2863)

TS
.
TS
& RMON (RFC 2819)

Layer 2 Managed 8*10/100/1000M+4%*2.5G-Port 5
Switch Controller
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3. Block Diagram
3.1. RTLS8380BL (8G+4%2.5G) Functional Block Diagram

RTL8380BL Functional Block Diagram
SoC
SPI Flash RISC-V nterru Timer*4 -
S ootz | | 5710 | | e | [ warmon | | Va5 | 1207
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< ]|
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ure Storm IEEE Packet Attack Egress Priority
B?:r:)i‘i\’rflt 4 Control ELAS 802.3ad Buffer = brevention Baivtvrflth Remark
MAC MAC
GPHY II
Figure 1. RTL8380BL (8G+4*2.5G) FunctionakBlock Diagram
3.2. RTLS8380BL (8G+2%#2:56G) Functional Block Diagram
RTL8380BL Functional Block Diagram
SoC
SPI Flash .. " RISC-V Timer<4 Y )
B500MHz || | 1° | | ot | g | | UaRT2 || 1264
PCIE Gigabit || || 256KB
‘ Device NIC ‘ ‘ SRAM ‘ II
< |
R Egress
Ingress p ’ Gigabit Egress
ko Mirror L2 Table Q-in-Q NIC ACL Scheduler STP _I_\r/al;],g;aNlte
N Storm IEEE Packet Attack U3 Priority
Bfg:)‘:]‘ivrflth Control K-AN 802.3ad Buffer & Prevention Bérl)dnvtvrflt ! Remark
8*1G 25G 25G
MAC MAC24 MAC26
GPHY
Figure 2. RTL8380BL (8G+2*2.5G) Functional Block Diagram
Layer 2 Managed 8*10/100/1000M+4%*2.5G-Port 6
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4.  System Applications
4.1. 8*1G UTP+ 4 *2.5G UTP

Flash
= 8*1G + 4*2.5G UTP
RTL8380BL
Il*lOG Serdes
RTL8224
8*1G/1000M/ 4*2:5G/2000MY
100M/10M copper 100M/10M copper

Figure 3. 8*1G UTR# 4*2.5G UTP

4.2. 8*1G UTP+ 2 *2.5G Fiber

Flash

=

RTL8380BL

8*1G + 2*¥2.5G fiber

2*2500base-x/1000base-x/100FX

8*1G/1000M/
100M/10M copper

Figure 4. 8 *1G UTP + 2*2.5G Fiber

Layer 2 Managed 8*10/100/1000M+4%*2.5G-Port 7
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D.

Pin Assignments

5.1. RTL8380BL (8G + 472.5G) Pin Layout
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Figure 5. RTL8380BL (8G + 4*2.5G) Pin Layout
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5.2. RTL8380BL (8G + 2%2.5G) Pin Layout
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Figure 6. RTL8380BL (8G + 2*2.5G) Pin Layout
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. Mechanical Dimensions 70
1. WBBGA 11x11 Package
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